
 

Scan with NMAP in Kali: 

Open terminal in Kali Linux, 

• #nmap -sn <target IP> for scan (ping). 

• #nmap -Pn <target IP> → Port scanning without host discovery. 

# nmap -Pn -v <target IP> verbose scan. 

# nmap -Pn -ON <target IP> (Output Generate) 

# nmap -p sS -v -oX scan.xml <target IP> 

# nmap -p 22 <target IP> 

# nmap -p -sS -v <target IP> 

# nmap -A -v <target IP> Aggressive scan. 

# nmap -T1 -A -v -f <target IP> 

# nmap -p telnet <target IP> 

# nmap -r <IP> sequential port scan. 

List Scan 

# nmap <IP> -sL view range of IP. 

# nmap <IP> -sV --version-intensity 6 

# nmap -f <IP> 

# nmap –mtu 64 <IP> 

# nmap -sI <IP> zombie scanning 

# nmap -sI 52215 <IP> 


